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Discussion overview

In this activity we are going to explore why some believe “…ethical hacking
[or security researching] is the coolest job in tech right now.” [1]

• Understand the inspiration behind security research
• Actions of the security researcher
• The impact of security research [MTN Group as case study]
• How do you get started? 

Security Researcher, Bug Bounty, Bugs, Crowdsourced Security Platform, Bug Bounty Platform, Vulnerability Disclosure Program 
(VDP), Cyber-resilient organization

Learning objectives

Keywords

Keywords

https://blog.learningpeople.com/five-reasons-why-ethical-hacking-is-the-coolest-job-in-tech-right-now


1. The inspiration behind security research 3
min

• Nothing is immune. 

• security research is the closest we have to 
immunity, so it makes sense that individuals get 
rewarded.

• The “democratization” of bug bounty programs, 
will reduce ransomware. Click on the model to interact Image Source: https://www.narayanahealth.org/

The Digital World The Real World



2. Actions of the security researcher 3
min
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They report bugs to earn rewards and make the digital world a better place



3a. The impact of security research – MTN 3
min

[2]

https://hackerone.com/reports/761000


 Researchers have created an Index that measures the cyber resilience of companies in Africa

 A firm follows cyber resilience methodologies by having a public or private Vulnerability Disclosure Program (VDP).

3b. The impact of security research – Zumaroc 3
min

Cyber Resilience Index | Africa 2021 Report



Security Researcher?
Join an online community. 

4. How do you Get Started ? 3
min

Company?
Engage the online community. 



5. Questions & Answers 5
min

Common Questions:
• What is a Bug?
• What are some of the challenges of becoming an ethical hacker?
• How safe is using crowdsourced security at my organization?

Further activities

• Email zroc@zumaroc.com for a copy of Cyber Resilience Index | Africa

mailto:zroc@zumaroc.com
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